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1. Introduction
Harsh environment. What does this mean for a microcontroller? What is meant by
“harsh environment” for an electronic device? It is not only extreme temperature (from
–40°C or below up to 125°C or even above) or humidity, it is also mechanical shock
(~5000G for tire pressure monitoring systems) or extreme electrical conditions includ-
ing for example ESD (electrostatic discharge) up to 30 kV, EMC (electromagnetic
compatibility) up to 200V/m in a wide frequency range and other RF noise that influ-
ences the electrical signals and the supply voltage. 

It is hard to believe that an electronic key for remote keyless entry systems is exposed
to such conditions. But in fact it is. Think of the electrostatic discharge felt when
approaching or leaving the car (~15 kV)? Think of a key left on the dashboard in the
sun (~105°C)? Think of a bunch of keys left in the front door of a house in the winter?
Think of a set of keys thrown and not caught?

Designing a robust system is challenging. On the one hand decreasing feature sizes
of integrated circuits require disproportionately increasing design effort to make the IC
tolerably robust against these external influences. On the other hand system design-
ers or board designers sometimes seem to believe the IC can withstand all the
disturbances without additional external measures. The truth is robustness and safe
operation require a compromise between internal and external measures.



2. Hardware Measures to Suppress Noise Induced by ESD or EMC

2.1 Supply Voltage Protection
The stabilization of the supply voltage of microcontrollers with capacitors to avoid malfunctions
resulting from a noisy supply is state of the art. The supply current of the microcontroller is an
important parameter to calculate the capacitor value. The fact that the Reset signal needs
some time before the circuit detects a voltage drop and activates the reset, must also be taken
into account when calculating correct capacitor values. This time differs from controller to con-
troller and values between a few nanoseconds and ten microseconds can be found. 

It is good practice to use at least two different capacitors, a tantalum and a ceramic one to
avoid disturbances from RF noise on the supply. These capacitors should be mounted as near
as possible to the microcontrollers supply pins. Capacitive blocking is, however, not sufficient
to prevent the undesired behaviour of the microcontroller resulting from disturbances caused
by ESD or EMC.

This paper describes additional methods, which can be used to prevent unwanted behaviour
in microcontrollers. This document also presents some ideas for supply voltage blocking and
decoupling and software measures and hints for other at-risk pins.

Some simple but necessary precautions can be taken to prevent the controller from being dis-
turbed by transient, high frequency events (e.g., ESD bursts) entering the system via the
power supply network (VDD, VSS). Ferrite beads in combination with a small capacitor can be
used to filter out this RF-noise (see Figure 2-1). 

Figure 2-1. Filtering and Decoupling Microcontroller Supply from System Supply 

Important: For the best efficiency, it is extremely important to place the two elements (L, C) as
near as possible to the microcontroller’s supply voltage pins.
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The following ferrite beads have been successfully tested in car access applications (key fobs)
using an Atmel® microcontroller:

To complete the filter, ceramic capacitors of 100 nF to 470 nF are recommended. These have
been successfully used in existing applications. Tests with system level ESD pulses (air dis-
charge, 300 pulses with a repetition rate of 20 Hz) up to 30 kV applied to the key fob did not
cause any damage or disturbance to the microcontroller inside the fob.

2.2 Other Pins
Pins, in particular CMOS inputs, are seen as at-risk elements. One possible solution is to
reduce their susceptibility to EMC-related disturbances by protecting them with series resis-
tors possibly combined with small capacitors to ground (paying attention to the necessary
speed!). 

The microcontroller's clock frequency often is derived from an RC-oscillator. Some controllers
offer an input to connect an external resistor to determine the frequency. Strong disturbing
pulses may lead to a voltage shift resulting in a frequency variation the controller might not be
able to follow. In this event, the controller may hang or behave in an unexpected manner. Add-
ing a capacitor to ground prevents the controller from running out of its operating range. A
capac i to r  w i th  less  than  470 pF has  been  success fu l l y  tes ted  w i th  A tme l ’ s
MARC4-microcontroller.

3. Software Hints to Avoid Disturbances

3.1 General
Not only hardware can prevent a system from being disturbed by such powerful events; but
also software can play an important role in system security. On the one hand the software can
control specific hardware while on the other hand only the software can ensure data integrity. 

3.2 Watchdog Timers 
Watchdog timers are hardware devices that reset and restart the processor if the software
hangs. They protect the equipment from ESD, power-line transients, and buggy software.
Watchdog timers must do the following: 

1. Force the controller into a reset.

2. Use an edge-triggered input so that the software has to explicitly toggle the input to 
keep the watchdog from timing out. 

3. Provide a way for the software to monitor the watchdog timer. 

4. Provide a way to disable the watchdog timer in the hardware. This method must func-
tion during product development, ESD testing, and servicing. 

Table 2-1. Ferrite Beads

Manufacturer Type

TDK

MMZ1608D301B

MMZ1608R301A

MMZ1608S301A

MMZ1608Y301A
3
9108A–4BMCU–10/07



5. Be tested with a tight timeout during software tests to make sure that they will not 
time out during normal operation of a product. 

6. Be reset by the software regularly. You can increase coverage against errors if you 
make some hardware and software sanity checks before resetting the watchdog 
timer. 

7. Have a period:

a) Long enough to prevent timeouts during correct operation, even with rare events. 

b) Short enough to prevent a dangerous conditions from occurring with the equipment 

8. Be reset in as few places as possible, preferably in one spot in the main loop. 

3.3 Preventive Software Programming 
Properly designed software can greatly enhance the ESD/EMC immunity of a product by
checking for errors and correcting them before they cause damage. This also makes the prod-
uct much more robust in normal operation. The basic requirement is to cleanly handle
abnormal operation, no matter what the cause. Many of the suggestions below are just good
programming practices; however, some are explicitly aimed at protecting against transient
events like ESD. You will need to choose the suggestions most applicable to your products
because they all require additional design, coding and testing: 

1. Assume a viewpoint of mutual suspicion between software and hardware, and among 
software modules. 

2. Read critical inputs two or three times, several microseconds apart, and make sure 
that they match before using them. 

3. After writing out an output, read it back and make sure it matches what you had 
intended to write out. 

4. Avoid writing to memory (EEPROM, RAM…) during de-bouncing of key inputs (entry 
may be caused by ESD or ESD induced EMC!).

5. Avoid writing to memory (EEPROM, RAM…) immediately after a reset 
(power-on-reset, watchdog-reset…). The reset might be activated due to ESD thus 
resulting in instable supply conditions!

6. Maintain a copy of all output states in memory. 

7. At regular intervals: 

a) Re-enable interrupts. 

b) Reread control/selection inputs. 

c) Refresh peripheral registers and output ports. 

d) Check memory and correct errors. 

8. Provide a way to log abnormal events for dumping for later analysis (and for several 
events if possible because one error could cause additional errors if the fix-up fails). 

9. Monitor a watchdog timer to make sure it was running before resetting it. 

10. Fill unused memory with NOPs, followed by a jump to an error handler (for example 
Reset-Routine). Some compilers automatically introduce safe instructions.

11. Fill unused memory with a multi-byte instruction (such as an absolute jump or abso-
lute call) with data bytes identical to the opcode. 

12. Aim all unused interrupt vectors at an error handler. 
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13. Recheck hardware, ROM, RAM, all programs, and all data after finding an error. 

14. Consider shutting down temporarily if the error rate gets too high. 

15. Try to re-establish the previous correct state after detecting an incorrect state; if this 
cannot be determined, switch to the state that most likely causes the least serious 
problems and warn any attached units that you have just done an error-recovery 
operation. 

16. Restore the state of the equipment: 

a) Disable interrupts. 

b) Reset stack pointers. 

c) Reset FIFOs. 

d  Reset counters. 

e) Prevent transmission of suspect codes. 

f) Re-enable and restart timers. 

g) Reset pending interrupts. 

h) Refresh outputs. 

i) Fix whatever fails sanity checks. 

j) Re-enable interrupts. 

17. Re-validate data just before using it. 

18. Check data for reasonable, valid values: 

a) Range checks. 

b) Parity. 

c) Checksum or cyclic-redundancy-check (CRC). 

d) Error-correcting code (ECC). 

19. Store critical data in multiple locations; periodically cross-check these locations and 
fix mismatched data. 

20. Break large tables into fixed-length records with checksums. 

21. Use parity, checksum, CRC or ECC to check blocks of data. 

22. Periodically verify stack is empty in main program. 

23. Verify stack is empty whenever a task finishes. 

24. Write a token before entering a routine and check it before returning from the routine. 
(These tokens form a very useful audit trail for debugging weird problems) 

25. Check index registers and other important registers before using them. 

26. Check for an excessive count before entering a delay loop. 

27. Exit a loop containing an error if the count is outside the legal range for the loop. 

28. Work on a copy of a record and verify it before overwriting the original record in a 
database. 

29. Run watchdog routines to verify that periodic functions are being run and that the 
main program is probably OK; the main program in turn verifies that the watchdog 
routines are running. 
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30. Check pointers and index registers against the bounds of arrays, stacks and heaps 
before using them. 

31. Provide a way to disable these ESD-immunity enhancements for ESD testing; this 
could be a specially compiled version of the software just for development. 

32. For ESD and EMC testing, create a version of the software that continuously exer-
cises all functions without operator intervention. 

33. Provide an easy way to tell testing personnel that something weird has hap-
pened-LED, status display, etc. 

34. Tell the user if a serious error has occurred from which you cannot recover 
automatically. 

35. Put groups of NOPs periodically throughout a program, with each group as long as 
the longest instruction that the processor can execute. These will realign the proces-
sor with the code if the program counter gets messed up. 

36. Put a group of NOPs followed by a software interrupt between each pair of subrou-
tines. The interrupt routine forces a reset of the processor and may toggle an output 
line to warn the user/programmer that a major program error occurred. 

37. Provide a hardware memory lock that requires a special sequence to write memory; 
an insane program thus is unlikely to corrupt memory. 

38. Check code and data tables for instructions or instruction sequences that could 
accidentally: 

a) Reset the watchdog timer. 

b) Halt the processor. 

c) Put the processor in a wait state. 

39. Set checkpoint flags as each critical function in a routine executes. Verify that these 
flags are all set before exiting the routine. 

40. Increment a flow-check counter as each critical function in a routine executes; verify 
that this counter is correct before exiting the routine. 

41. Carefully handle unintended interrupts. 

42. Periodically save state information to EEPROM so that a restart loses a minimum of 
data. 

43. Poll peripherals instead of using interrupts (may cause higher current consumption). 

44. Choose or design serial protocols that will not permit one high in a long string of lows 
or one low in a long string of highs to be a valid code. 

45. Put a tag in common memory to detect random jumps in the program flow by imple-
menting the following: 

a) Initialize the tag to zero in the main initialization code. 

b) At initialization for each function/block: 

c) Verify that the tag is zero, and return an error if it is not. 

d) Set the tag to a unique value. 

e) For a section of inline code, recheck the tag at the end and return an error if it is not the 
correct value. 
6
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f) For looping code, recheck the tag inside the loop and return an error if it is not the cor-
rect 

value. 

g) At the end of the function/block, set the tag to zero again. 

h) For critical outputs, consider requiring two output operations that must be performed in 
sequence and separated by a tag check. 

46. Check system invariants (variables that are not supposed to change, unused RAM, 
etc.) in idle task and reboot if any of these are incorrect. 

47. Beware of peripherals that use an auto-incrementing/auto-decrementing/toggling 
index register to access internal registers. Explicitly set the index register immediately 
before any critical reads/writes to the chip. 

48. Check data tables, jumps and calls for sequences that could execute as HALT, WAIT, 
DISABLE INTERRUPT or other dangerous instructions. Shuffle the order of subrou-
tines and functions to avoid these starting addresses. 

49. End each data table with a string of NOPs, followed by a jump to an error routine. 

50. Beware of “one-way” instructions-those that can only be reversed by a hardware 
reset. 

51. Run sanity checks before returning from a subroutine/function. Check for the 
following: 

a) The stack pointer should be in the valid range. 

b) The return address is in a code section. 

c) A CALL instruction immediately precedes the return address. 

d) Calculate outputs using several sets of input sensors and control algorithms, and 
compare these for reasonableness. 

4. Summary
As mentioned previously, it is not only hardware design but also software design that influ-
ences ESD and EMC immunity of a circuit or a system. A number of different measures are
available to prevent a system from future problems. It is not required to implement all of the
above countermeasures; it should be seen as a general checklist and the most applicable
hints for an application should be selected. This list, however, is not dedicated to Atmel micro-
controller families like MARC4, 8051 or AVR only.

Special thanks to John R. Barnes (Robust Electronic Design Inc., http://www.dbicorpora-
tion.com) who collected most of the software related issues above and many more hardware
and software related hints. He published his findings under the title “DESIGNING ELEC-
TRONIC EQUIPMENT FOR ESD IMMUNITY”. Even if it is relatively old, the document is still
valid and provides helpful information in a wide area of ESD and EMC issues.
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